Wymiana komunikatow (operatywne dane
pomiarowe) z Polskg Spotka Gazownictwa Sp.
Z 0.0.

w oparciu o standard AS4

Perspektywa techniczna
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1 WSsTEP

W dokumencie przedstawiona jest perspektywa techniczna zwigzana z przylgczeniem nowego partnera
biznesowego do ustugi udostepnionej przez PSG pozwalajgcej na pobieranie danych pomiarowych przy
uzyciu protokotu ebMS3/AS4.

Nawigzanie potagczenia z ustugg bedzie mozliwe po uzgodnieniu miedzy partnerami podstawowych
informaciji, tj.:

e danych zwigzanych z warstwg sieciowg — ma to na celu udroznienie potgczenia miedzy serwerami
przez siec Internet (tzw. punkty styku)
o dla komunikacji wychodzgcej od podmiotu przytgczanego w kierunku PSG
o dla komunikacji przychodzgcej do podmiotu przytgczanego a wychodzacej z PSG
¢ identyfikatora przytgczanego podmiotu (4 znakowy kod)
o certyfikatow, ktére bedg uzywane w komunikacji na poziomie protokotu AS4 oraz na poziomie
warstwy transportowe;j

W dalszej kolejnosci po stronie PSG zostanie utworzona instancja testowa pofgczenia, umozliwiajgca
przetestowanie przesytania dokumentéw w obie strony.

2 PROTOKOt AS4 — OGOLNE INFORMACIJE

Protokét AS4 (Applicability Statement 4) to standard opisujgcy bezpieczne i niezawodne przesytanie
komunikatéw przez publiczng sie¢ Internet. Protokét ten bazuje na powszechnie znanych i sprawdzonych
rozwigzaniach, takich jak protokoty HTTP, TLS, SOAP oraz ustugach sieciowych (web service). Reprezentuje
otwarty standard wymiany danych typu B2B opisany w specyfikacji OASIS ebMS 3.0. Elementami
odpowiedzialnymi za bezpieczenstwo i wiarygodnos¢ przesytanych danych sg podpisy cyfrowe oraz
mechanizmy szyfrujgce (WS-security).

Dokumentacja OASIS Protokotu AS4;

http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/profiles/AS4-profile/v1.0/cs03/AS4-profile-v1.0-cs03.html

3 SzCzEGOLY TECHNICZNE KOMUNIKAC)I AS4

Wzorzec komunikacyjny AS4: one-way/push (w obu kierunkach)
Warstwa transportowa zabezpieczona protokotem TLSv1.2 (one-way authentication)
Wymagana sygnatura dla komunikatéw (rsa-shal/rsa/exclusive xml canonicalization)
Wymagane szyfrowanie komunikatéow (AES128-GCM)
Wymagana kompresja komunikatéw (application/gzip)
Wartos¢ Collaborationinfo/Service ‘http://docs.oasis-open.org/ebxml-msg/as4/200902/service’
Wartosc¢ Collaborationinfo/Action ‘http://docs.oasis-open.org/ebxml-msg/as4/200902/action’
Punkty styku z siecig PSG
e Srodowisko PRD: b2b.psgaz.pl:6211/measurementData/zud/psg

o [1P:91.233.60.10
o Srodowisko TST: b2b-tst.psgaz.pl:6211/measurementData/zud/psg

o [1P:91.233.60.11
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http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/profiles/AS4-profile/v1.0/cs03/AS4-profile-v1.0-cs03.html

4 STOSOWANE CERTYFIKATY

o certyfikat SSL do zabezpieczania tgcznosci w warstwie transportowej HTTPS
o certyfikat AS4 do weryfikacji podpisu i szyfrowania komunikatu

5 OGOLNA SPECYFIKACJA CERTYFIKATOW

o Wersja certyfikatu: V3

e Algorytm podpisu: sha256RSA

e Waznosc¢ certyfikatu: preferowane min 2 lata
e Klucz publiczny: RSA (2048 bit)

6 SPECYFIKACJIA KOMUNIKATOW

1. Zapytanie o dane pomiarowe
a. aktywna weryfikacja zgodnosci komunikatéw przychodzgcych z definicjg XSD
b. aktywna weryfikacja przedziatu czasowego — dopuszczalny zakres to 30 dni
c. definicja XSD

<?xml version="1.0" encoding="UTF-8"?>
<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:hp="http://measurementDataRequest.psgaz.pl"
targetNamespace="http://measurementDataRequest.psgaz.pl">
<xsd:element name="sender" type="hp:senderType"/>
<xsd:element name="version" type="hp:versionType"/>
<xsd:element name="extui" type="hp:extuiType"/>
<xsd:element name="fromDate" type="xsd:date"/>
<xsd:element name="toDate" type="xsd:date"/>
<xsd:element name="priority" type="hp:priorityType"/>
<xsd:element name="measurementDataRequest" type="hp:measurementDataRequestType"/>
<xsd:element name="dataType" type="hp:dataTypeType"/>
<xsd:element name="itemDataType" type="hp:itemDataTypeType"/>
<xsd:element name="itemextui" type="hp:itemextuiType"/>
<xsd:element name="identification" type="hp:identificationType"/>
<xsd:element name="creationDateTime" type="xsd:dateTime"/>
<xsd:complexType name="measurementDataRequestType">
<xsd:sequence>
<xsd:element ref="hp:identification” minOccurs="1" maxOccurs="1"/>
<xsd:element ref="hp:version" minOccurs="1" maxOccurs="1"/>
<xsd:element ref="hp:creationDateTime" minOccurs="1" maxOccurs="1"/>
<xsd:element ref="hp:sender" minOccurs="1" maxOccurs="1"/>
<xsd:element ref="hp:fromDate" minOccurs="1" maxOccurs="1"/>
<xsd:element ref="hp:toDate" minOccurs="1" maxOccurs="1"/>
<xsd:element ref="hp:priority" minOccurs="1" maxOccurs="1"/>
<xsd:element ref="hp:extui"/>
<xsd:element ref="hp:dataType"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="extuiType">
<xsd:sequence>
<xsd:element name="item" minOccurs="1" maxOccurs="100" type="hp:itemextuiType"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="dataTypeType">
<xsd:sequence>
<xsd:element name="item" type="hp:itemDataTypeType" minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<xsd:simpleType name="itemDataTypeType">
<xsd:restriction base="xsd:string">
<xsd:maxLength value="3"/>
</xsd:restriction>
</xsd:simpleType>
<xsd:simpleType name="itemextuiType">
<xsd:restriction base="xsd:string">
<xsd:maxLength value="50"/>
</xsd:restriction>
</xsd:simpleType>
<xsd:simpleType name="priorityType">



<xsd:restriction base="xsd:string">
<xsd:maxLength value="2"/>
<xsd:pattern value="\d*"/>
</xsd:restriction>
</xsd:simpleType>
<xsd:simpleType name="versionType">
<xsd:restriction base="xsd:string">
<xsd:maxLength value="5"/>
</xsd:restriction>
</xsd:simpleType>
<xsd:simpleType name="senderType">
<xsd:restriction base="xsd:string">
<xsd:maxLength value="20"/>
</xsd:restriction>
</xsd:simpleType>
<xsd:simpleType name="identificationType">
<xsd:restriction base="xsd:string">
<xsd:maxLength value="35"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:schema>



7 ZAtACZNIKI

1. Certyfikat dla warstwy transportowej TLS (waznosc¢: 29/08/2022 — 26/08/2023)

MIIGEfjCCBWagAwIBAgIQcOcl7r6JIpsg3SZyxgWGpjANBgkghkiGO9wOBAQsSFADCB
hDELMAkKGA1UEBhMCUEwxFTATBgNVBAgMDE 1hxYJvcG9sc2tpZTEQMA4GA1UEBwWwWH
S3Jha80zdzEcMBOGAIUEChMTRE ONRUSZL1BMIHNwLiB6IG8ubzEUMCWGAIUEAXML
REINRUSZIFNTTCBEViBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0eTAeFwOyMjA4M kw
MDAWMDBaFw0yMzA4MjUyMzU5SNT1aMBUXEZARBGNVBAMMC i oucHNnYXoucGwwggEi
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCN3vi8bSoiXfWS5Bvtf/z4YEfy
1ygVMEvrbsV5GY+tkSlgi+osWvg85AFNn+vrCntKurpwbAsueeNKigHLu9oH1/5V
9eI1drS15TVN8uH30kgdKZJ6AfZ1suEL2J1atV3A06Hx7x/KhGF7117PZtct+JJA
nSmnk+oZKIGp+gPhMvggT8nnyuhSiAtHo7Q6Cwogbnx6y+bxg3hONemyzg+1lATaw
G4A8T1JlprganbmdCdDyg7HIRQVrG4grfEjEbn+S9p+BEv4p7y41PXnud4TS5pROQH
SB5esXbCO0vcA31i1YQCMC60dLbvMf3AzKeIdFchYsUhXjal 7btMFUULMgEoOnAgMB
AAGJggNYMIIDVDAfBgNVHSMEGDAWGBRWNAW/RHIWPZYpPO/8xe++dRUK5qTAABgNV
HQ4EFgQUcMuqgiI27rp70QTn0aFXAt/kqtg4wDgYDVROPAQH/BAQDAGWgMAWGALUd
EwWEB/wWQCMAAWHQYDVRO1BBYWFAYIKwYBBQUHAWEGCCSGAQUFBWMCMEOGAIUJIARD
MEEWNQYKKwYBBAGCrXgBATANMCUGCCsGAQUFBwWIBFhlodHRwczovL2Nwcy51c2Vy
dHJ1c3QuY29tMAGGRmMeBDAECATBPBgNVHRSESDBGME SGQqBAh] 50dHRWO18vY3Js
LnVzZzXJ0cnVzdC5jb20vREONRUSZULINMREZDZXJ0aWZpY2F0aW9uQXv0aG9yaXR5
LmNybDCBgQYIKwYBBQUHAQEEdATBzZMEOGCCsGAQUEFBZACh] 50dHRwO18vY3J0LnVz
72XJ0cnVzdC5jb20vREONRUSZULINMREZDZXJ0aWZpY2F0aW9uQXvV0aGoyaXR5LmNy
dDA1BggrBgEFBQCcwWAYYZaHROcDovL29jc3AudXN1cnRydXNOLmNvbTARBggrBgEF
BQCBGAQFMAMCAQUwWHWYDVRORBBgWFOIKKiS5wc2dhei5whbITIIcHNnYXoucGwwggF+
BgorBgEEAdZ5AGQCBI IBbgSCAWOBaABIAK33vvp8/xDIi509nB4+GGq02yldz7EM
JMgFhjTr3IKKAAABgukKOJMAAAQDAEYWRATIGEDXkxvOwWQHBNU7M1Z /1 CuMpRZX+0
O0plv/2+t+GQMB/gCIBWPVQ9jhNaUopUlSam/SQB4uH1lgx97Q/R0bObsVDE/KAHYA
eJKMVN1i3LbYg63jgUh7phBZwMhOFTTvSK8E6V6NS61 IAAAGC 6QqgbAAABAMARZBE
AiAvs1Q3r9H/DpeS1lh+JIZjBiYwSwWUakGOUHEbL/2y744gThAO01J6X2w7uadokef
hUaC4GVRUi5HCcMcbSFw8ZZ/w9S8+AHCA6D7Q2)71BjUy51covIlryQPTy9ERa+tzr
aeF3fWOGVWAAAAGC6QggPgAARAMASDRGAIEATVNSF21i6jwl5fPuZ8PYuNj+HVxSr
ZYYhUMez076v1DoCIQC28nKf3b/6jZ27Y8DoQsbSUv1z4L2ksdGkjTsx6]jfrgpjAN
BgkghkiGOwOBAQsFAAOCAQEAWt ZmKWgpvc3nHe4 rM8LuutwKi3aRKu9huxLrDVbg
g3DerReDFwijC7RvZ0Ba7clnLYgGIN7H5Q0povQKjvQPoZEigw/KOuStil3k8V0Oh
BWLF750+mWCHUTFs32y388Bm91ynFMgzlta2gPTnuFp9EO0u7UFkzTi09WapI4B5
1rGE3wJFa8hilsZa2Xih/Foe0QzM071TOZ1G+SANxY fHqunAKr 9FOPCaLFTcmENO
XgBgF131ixvCwStgRFngrQWv8J2vhsom+XkxTti8Nx/9R4D7tqFE20£f/etmkIPba
gVXIbAdUVACrbWmDyvBUVMHE JhfQ9yeQd/aLyxKQAnr1KA==



2. Certyfikat dla AS4 (podpis i szyfrowanie komunikatow, waznos$¢: 08/03/2023 — 07/03/2025)

MIIGRDCCBCygAwIBAgITGQAG20s0yoFI6ZKVvQQABACTY62zANBgkaghkiGOwOBAQSF
ADBTMQswCQYDVQQOGEwWJQTDEVMCOGALIUECgwmUG9sc2thIFNww7PFgmthIEdhem93
bmljdHdhIHNWLiB6IG8uby4xEzARBGNVBAMTC1BTRYBSUOEGQOEWHhCNM ) MwMzA4
MDY yM3j UyWhcNMj UwMzA3MDY yM§ UyW§ CBJ DELMAKGA1UEBhMCUEwxFDASBgNVBAGT
CO01hbG9wb2xza211MQ8wDQYDVQQHEWZUYXJub3cxLTArBgNVBAOTIFBVOHNrYSBT
cG9sa2EgR2F6b3duaWNO0d2Egc3AulHogby5vLIEMMAOGAIUECXMDSUNUMRKkwEwWYD
VQOODExAIMIhQTDAWMDAWMFBTROQIMIIBIjJANBgkghkiGOwOBAQEFAAOCAQSAMIIB
CgKCAQEAlylz6I0AeWlnR3xzyucAVzndkREjm2tuQuB+907vilPKbXpbenckpZPqgi
27sNXnLyuFw8tg8n0XdosTz0cCal67UdAagddYizDihxHXfsydKP7ARGX/kcZBCy
a528PJ4770nbda9n02z3ncGtXamQWQGT 797 yB1FC1UzMFZL4wgNyoV+UB5DwJaDg
d++304V5aGmnvGEOtdblGOCtmL) /WVH5UQFj2v3xoVPsg2Y0tQnnm77hfeCRE2Cp
TrQYGVu45Gm4YN6yOUfOBH83jnhNtfeR81d3bZLP5w80ORg98vIkPt401bK50s1Ku
Rgy4zZX0BcfdNBj9UY10HXUi30/XKQIDAQABO4IBITCCAdEWIWY JKWYBBAGCNxXUK
BBowGDAKBggrBgEFBQcDAjAKBggrBgEFBQCcDATA+BgkrBgEEAYI3FQCEMTAVBicr
BgEEAYI3FQiFsYEJhKKBLYGJkRi1IH6stBhdvfJIFNhfeXWIXIoiECAWQCAROwWGZOG
CCsGAQUFBWEBBIGQMIGNMDEGCCSGAQUFBzAChiVodHRwWO18vcGtpLnBzZ2F6LnBs
L1BTRy1SUOEtQOEoMSkuY3JOMDEGCCsGAQUFBzAChiVodHRwO18vY3JsLnBzZ2F6
LnBsL1BTRy1SUOEtQOEoMSkuY3J0OMCUGCCsGAQUFBzABhhlodHRwWO1i8vb2NzcC5w
c2dheib5wbCI9vY3NwMBOGA1UADgQWBBS iNWGKcyrsxeBxNLWmMSV2v3B2nmTAOBgNV
HO8BAfS8EBAMCBPAWVWYDVROfBFAWTBMoEqgSIYiaHROcDovL3BraS5wc2dheibw
bCO9QUOCctUINBLUNBLMNybIYiaHROcDovL2NybC5wc2dhei5wbCO9QUOCctUINBLUNB
LnNybDAfBgNVHSMEGDAWGBRGKOM1 TLMKB4t0YaXv96elsIfIZDAdBgNVHSUEFJAU
BggrBgEFBQCDAGY IKwYBBQUHAWEWDQYJK0ZIThveNAQELBQADggIBAEQAljH61x 91
GtIOUOD+tWBGOHXbW]YHfUlEXZCpxpFL3891MLz922n2Q050FMIX4E7NnftWWROFx
VLDusAy6GWkQG+EOjwvg7NR7IiXpJEdAMu+LPhE/6xZczOLX1XwLItNjihtFhu5cB
AGF7glYoLCAIMrxTy2Bz1Pvq/HBgKp9Z2mvsJIsQvQYXgJvHSpCWMOXMTFsdBtmCWE
XJMUnzIugNog8WIxAfptIi7J1BbeTPFk5Vg501D4pGWb5ilwuE32jyMQODDhyjPOC
CxHvkBIMRXJkOesOt5batlltoc8JRU67m+usdRelAcSAYYZNxL4cUQhpl+iepHOs
YWsyBctH34rs/3ctiIvun9GlqgubW7M1gLNzfLvaxgkJuQwOJL8KNcalB8GOPDpv
V1YvLhI5V1gXnci6VXDC6onyMIxgjcog0d2sdcVIojTiBneVsGFTpovOCiHUuKyil
VdSiC4JJtBRKS5xuprKTfGUtY5/8894TNwjE12KEME fVQcXHxtMkD30UIRUAGFP/ 7
q/98BQC5bZhuEwNiuuboIMafP+7j60ePDXwb8LSDB3kvTGZ69scDxDnm2+h/ungyYd
NxFdYscQhue860/sCMyH7HRPLh+gkvKNpVCMoOeT/NeeCjwFOBJG6HPgmBzpFFvd
DNsJLW7ge9uHolgjKhdRcgnsWM7G3D0+

————— END CERTIFICATE-----



Przyktad komunikatu przychodzgcego (zapytanie o dane pomiarowe)

<?xml version="1.0" encoding="UTF-8"?>
<hp:measurementDataRequest xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:hp="http://measurementDataRequest.psgaz.pl">
<hp:identification>00000038</hp:identification>
<hp:version>1.0</hp:version>
<hp:creationDateTime>2021-12-31T12:00:00</hp:creationDateTime>
<hp:sender>ZUDX</hp:sender>
<hp:receiver>PSGD</hp:receiver>
<hp:fromDate>2020-07-02</hp: fromDate>
<hp:toDate>2020-07-02</hp:toDate>
<hp:priority>11</hp:priority>
<hp:extui>
<item>1234567890123456789126</item>
<item>9812834848383999393228</item>
</hp:extui>
<hp:dataType>
<item>VDN</item>
</hp:dataType>
</hp:measurementDataRequest>



4. Przyktad komunikatu wychodzgcego (odpowiedz z danymi pomiarowymi)

<?xml version="1.0" encoding="UTF-8"?>
<measurementDataResponse>
<Id>ID000000000000000000000955557</Id>
<Refid>00000084</Refid>
<Priority>00</Priority>
<InvoicingParty>ZUD</InvoicingParty>
<Datatab>
<item>
<ExtUi>1018590362500000042475</ExtUi>
<H1ExtUi/>
<Datefrom>2020-07-02</Datefrom>
<Dateto>2020-07-10</Dateto>
<Dataser>
<item>
<DataType>VDN</DataType>
<Value>
<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>06:00:00</Timefrom>
<Value>560.58</Value>
<Status>100.0</Status>
</item>
<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>07:00:00</Timefrom>
<Value>798.66</Value>
<Status>100.0</Status>
</item>
<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>08:00:00</Timefrom>
<Value>844.33</Value>
<Status>100.0</Status>
</item>
<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>09:00:00</Timefrom>
<Value>890.95</Value>
<Status>100.0</Status>
</item>
<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>10:00:00</Timefrom>
<Value>944.18</Value>
<Status>100.0</Status>
</item>
<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>11:00:00</Timefrom>
<Value>809.79</Value>
<Status>100.0</Status>
</item>
<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>12:00:00</Timefrom>
<Value>743.3</Value>
<Status>100.0</Status>
</item>
<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>13:00:00</Timefrom>
<Value>562.88</Value>
<Status>100.0</Status>
</item>
<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>14:00:00</Timefrom>
<Value>607.61</Value>
<Status>100.0</Status>
</item>
<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>15:00:00</Timefrom>
<Value>814.3</Value>
<Status>100.0</Status>
</item>
<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>16:00:00</Timefrom>



<Value>793.97</Value>
<Status>100.0</Status>

</item>

<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>17:00:00</Timefrom>
<Value>480.42</Value>
<Status>100.0</Status>

</item>

<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>18:00:00</Timefrom>
<Value>372.35</Value>
<Status>100.0</Status>

</item>

<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>19:00:00</Timefrom>
<Value>354.94</Value>
<Status>100.0</Status>

</item>

<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>20:00:00</Timefrom>
<Value>712.56</Value>
<Status>100.0</Status>

</item>

<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>21:00:00</Timefrom>
<Value>909.4</Value>
<Status>100.0</Status>

</item>

<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>22:00:00</Timefrom>
<Value>800.41</Value>
<Status>100.0</Status>

</item>

<item>
<Datefrom>2020-07-02</Datefrom>
<Timefrom>23:00:00</Timefrom>
<Value>836.6</Value>
<Status>100.0</Status>

</item>

</Value>

</it

</Data
</item>

</Datatab>

</measuremen

em>
ser>

tDataResponse>
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5. Przykfad komunikatu AS4 — zapytanie o dane pomiarowe

POST /measurementData/zud/psg HTTP/1.1
Host: 10.224.105.27:7142

User-Agent: curl/7.61.1

Accept: */*

Content-Type: multipart/related; boundary=b683e6ac-ea60-46dd-8608-231861b24fe0;
type="application/soap+xml"

Via: 1.1 AQARAAPOgeAY-

X-CLIENT-IP: 172.18.0.3

Date: Fri, 21 May 2021 10:38:14 GMT
Connection: Keep-Alive

Content-Length: 10338

--b683e6ac-ea60-46dd-8608-231861b24fel
Content-ID: <messagepackage@ibm.com>
Content-Type: application/soap+xml
Content-Transfer-Encoding: binary

<?xml version="1.0" encoding="UTF-8"?>
<SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope">
<SOAP:Header>
<eb:Messaging xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:xlink="http://www.w3.0rg/1999/x1link" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" SOAP:mustUnderstand="1" wsu:Id="ebMessage">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2021-05-21T10:38:1472</eb:Timestamp>
<eb:Messageld>6b3b07b4-514d-47aa-8414-231861b2b716@server</eb:MessageIld>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId type="string">ZUDX</eb:PartyId>
<eb:Role>http://docs.ocasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:Partyld type="string">PSGD</eb:PartyId>
<eb:Role>http://docs.ocasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>http://docs.oasis-open.org/ebxml-msg/as4/200902/service</eb:Service>
<eb:Action>http://docs.oasis-open.org/ebxml-msg/as4/200902/action</eb:Action>
<eb:ConversationId>6b3b07b4-514d-47aa-8414-231861b2b716@server</eb:ConversationId>
</eb:CollaborationInfo>
<eb:PayloadInfo>
<eb:PartInfo href="cid:ebms3-payload@127.0.0.1">
<eb:PartProperties>
<eb:Property name="MimeType">text/plain</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-
1.0.xsd" SOAP:mustUnderstand="1">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd" wsu:Id="signingCert" EncodingType="http://docs.ocasis-
open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3">MIIDODCCAICgAWIBAGIUDZI6L33NoEbw2yGxw/LpXImUONMwDQYJKoZ IThveNAQELBQAWUTELMAKGALIUEBhMCUEWXFZzAVBg
NVBAoMDkhvbG93bmlhIEdyb3VWMRYWFAYDVQQLDALIb2xvd25pYSBQYXJrMREwDwWYDVQQODDAhCSULCTyBDQTAeFwOyMTAYMDIwNzEONDda
Fw0zMDEyMTIwNzEONDdaMFAxCzAJBgNVBAYTA1BMMRCWEQYDVQQKDASIb2xvd25pYSBHCcmM91 cDEWMBQGAL1UECWWNSG9sb3duaWEgUGFEFyaz
EQMA4GA1UEAWwWHZHBNLWR1djCBnzANBgkghkiGOwOBAQEFAAOBjQAwWgYkCgYEAtrtxk307xSZacwlUfzhDZ3CvBFAzZDnZF+3YdaEfo9Ce7
KO1lG4FILcxDmjfWY3nFvH1U8QeqsD66nkWyOvHHVRru4i0eO0Qas7GVeRcOKLTTT6BADrX33KKEn7r76zg4EtJnlrgKHPUQAlvOwWUayljcX
oUjJ2ArMB71n3z0VvX1M8CAWEAAaOBjDCBiTAYBgNVHREEETAPgglkcGetZGV2LmxvY2FsMA4GA1UADWEB/wQEAWIFoDAABgNVHSUEFjAU
BggrBgEFBQCDAQYIKwYBBQUHAWIWHQYDVROOBBYEFC91sapzrKyHYPFtTnjexfNMEaagMB8GA1UdIwQYMBaAFPPGimlq9+y fFVK1AQLGMb
Dtw95bMAOGCSgGSIb3DQERCWUAA4 IBAQA]tQbPSU/XaNJIxvj4NeTc3gl/DATOvLIGU710Q1i04YYLUWbpQcJ40G1lblK/uTxZzUP9Csg+waQD
1zXMHnjz401i6A+jPuPNvpc222RA0zTqLIT6Rf082ZgolE32YB5aScmgbxS84eXg2aHMmog+vEdQlaT6PwDi38YzQ+WOYg9aoqg8t7p8+wEm
OGB7ybV696kxEVMVXEQS60J30nbRhpe+NFh78£fv483Af13793gSSDEPrB6jx0hcfTg2YX86DiKUTz6eQjMBcES80i3FmbMriMPZLm3Rex8W
991SNCMfMgCb3QJct2VIFrvoOD2dhss/uUAOV2mwVKxY52JycUwPgVsL</wsse:BinarySecurityToken>
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd" wsu:Id="encryptionCert" EncodingType="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3">MIIGRDCCBCYygAwIBAGITGQAT1iI8w+/2PHgy43QABACOI T zANBgkghkiGIw0BAQs FADBTMQswCQYDVQQGEWJQTDEVMCOGAL
UECgwmUG9sc2thIFNww7PFgmthIEdhem93bmljdHdhIHNwLiB6IG8uby4xEZzARBgGNVBAMTC1BTRYBSUOEgQOEWHhcNMJEWMzE2MTEYMDI 3
WhcNMjMwMzE2MTEyMDI3WjCBjDELMAKGA1IUEBhMCUEwxFDASBgNVBAGTCO1hbGOwb2xza211MQ8wDQYDVQQHEWZUYXJub3cxLTArBgNVBA
OTJFBVDHNrYSBTcG9sa2EgR2F6b3duaWNO0d2Egc3AuIHogby5vLjEMMAOGA1UECXMDSUNUMRkwFWYDVQQODEXAIMIhQTDAWMDAWMEBTROQ1
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MIIBIjANBgkghkiG9wOBAQEFAAOCAQ8AMIIBCGKCAQEAL7oWyl1Ld60s57Jcx7ALmt1Aq2uyFhI3rcHAZkU2Gb5vtS00Gi2xSf15g1BalsP
enNGTrEo/I14rEOc/N48rBCLSS0aR55GrSluadBjhFpyXBHegjCX7bIWgGb94430yHenDx+YCVR+HRP630Q0221MdNxQtklv/SXb1PAd6TwE
EEeOmfVrLpH5JY7pSZEXB1DGQu12GXSB5UWMS 6sgDuzmXjPkN1IHR5zScWlog7ns4POmMcPU+41gulceig+AfjtAibgp/dFTCveWInNu3K3
VLfDhAaDJ1V6gx/+50afy49iD+V/0H//pQfV3zedQPVOJGz1itRmBVHYOY£7 fuGg000cQIDAQABO4IB1 TCCAAEWIWY JKwYBBAGCNXUKBBow
GDAKBggrBgEFBQcDAJAKBggrBgEFBQCDATA+BgkrBgEEAYI3FQCEMTAVBicrBgEEAYI3FQiFsYEJhKKBLYGJkRiH6stBhdvEJIFNhfeXWI
XIoiECAWQCARYwWgZO0GCCsSGAQUFBWEBBIGOMIGNMDEGCCSGAQUFBzAChiVodHRWO18veGtpLlnBzZ2F6LnBsL1BTRy1SUOEtLQOEoMSkuY3J0
MDEGCCsGAQUFBzAChiVodHRwWOi8vY3JsLnBzZ2F6LnBsL1BTRy1SUOEtLQOEoMSkuY3J0OMCUGCCsGAQUFBzABhh1odHRwO18vb2NzcCowe?2
dhei5wbC9vY3NwMBOGA1UdDgQWBBSaollTweSs6SwlzGj2DgoliCzNPzAOBgNVHQ8BALf8EBAMCBPAWVWYDVROfBFAWT JBMoEqgSIYiaHRO
cDovL3BraS5wc2dhei5wbC9QUOCctUINBLUNBLmNybIYiaHROcDovL2NybC5wc2dhei SwbC9QUOctUINBLUNBLmMNybDAfBgNVHSMEGDAWGB
RgKOMiTLMKB4t0OYaXv96elsIfIZDAdBgNVHSUEFjAUBggrBgEFBQCDAGY IKwYBBQUHAWEWDQYJK0oZIhveNAQELBQADggIBAE 9x8KhwoD/ 4
U6PGNhIIgSuSvCQaIDlY+kRBV/£fcv4Ex7G13ITNbzxgVrdNU+TL152mFjNsBs3yLfnO0Thp8es6cPs1X9yDTXMLRekO+zvBd8fVjAwlcT7
yR0O/YIVChOdU3E+G2Vmdxy8mnIyGRHWNW5ngTKzISIwvgZzu03n8hER/pwgqOuSlcHxjwDI9rgQCvxwS/EcwQr/wgo2ykp/FAOcCNE8VkpcX9
TIaDW+28cPJ4BwvZgVBUuGKoRBhIWw 9t I7kXvbLWwoQG2/20FhwCb0rwgkg0ZRhhFNHOpxZDb1lhX1Vf4PmiPraS69Mp9YB/Vifeudzs+1p62
Fr9DZKWKrNEzECFcaOkyF74pKazMh8PSXpRDxWMKKhrMM+mSxY 7uOwwdEHVPRLIc1+A7j0+aMDadr3Lt+1MxBcsX7selcX3ayp5bvIWEfH
1a5qySmQyuudMmbFCipCZrTBGlquEYdLU2DA741kF3vgU7X£13hUws2HO] 6V1IuFcD6NebwtB5+V1ZLxF7TkoH1XgNrccSMvPpPQ2cIP7AY
wt0294cGhlFOvX7fGrVYWR8ykDs7Pdg4 SnHKe8//wXKNhmOlpLppugGBphQt fTXmijERIH7Uh6wiW6gX2ZaFdi JBxAsMPkY4Y 6pepwleu5M
IPnPc6wbbQryurLtGj7t5VDexk8bEMIILI8x</wsse:BinarySecurityToken>
<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#" Id="EK-04fff618-7050-4ad5-ad2a-

231861b216£0">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1 5"/>

<dsig:KeyInfo xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#">

<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptionCert" ValueType="http://docs.oasis-open.org/wss/2004/01/casis-
200401-wss-x509-token-profile-1.0#X509v3" />
</wsse:SecurityTokenReference>
</dsig:KeyInfo>
<xenc:CipherData>

<xenc:CipherValue>CsMnCWrjweMNg6cV50icUvPsaHn43KjNZCE8CM791JEU72G2dMw+tSewOEt8ujX8AULDLN6PVDbHSBrtE9kBLA8wWB
Pd+1nyqgcsg3Zrwm37TmOMIsHpyLVTEih/9MEMKKvE31yulhnaROtHg7V6/nWamrznim9JIn0SwAy4c/nGvycwKi21lGewLduWr 7Umwl0O3YBC
Hw70kv9DRBkunzZm/yfihzZXaLSTn+361GtvHVZWQONS57tPJLxXpzVNzJ08ipFl1EUf+1Wy6£Z2S24GbGV4Iam2jVXd/KnKaWYgPKd6cf0QUmMY6
ZPGT4R4B61K2nTDZHOX8jba+d1VC4FCIQ7rvHH110g==</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI="#G7adee915-8fde-4ae2-8b1b-231861b2al0b2" />
</xenc:ReferencelList>
</xenc:EncryptedKey>
<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#" Id="G7adee915-8fde-4ae2-8blb-
231861b2a0b2" Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1l#Attachment-Content-Only"
MimeType="application/gzip">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc"/>
<dsig:KeyInfo xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#">
<wsse:SecurityTokenReference xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-
secext-1.1.xsd" wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-soap-message-security-
1.1l#EncryptedKey">
<wsse:Reference URI="#EK-04fff618-7050-4ad5-ad2a-231861b216£f0"/>
</wsse:SecurityTokenReference>
</dsig:KeyInfo>
<xenc:CipherData>
<xenc:CipherReference URI="cid:ebms3-payload@l27.0.0.1">
<xenc:Transforms>
<dsig:Transform xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#"
Algorithm="http://docs.ocasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="#ebMessage">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-clan#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>Z2I1B3G2cKgHWQ+5pYBtT/Py2Z0=</DigestValue>

</Reference>
<Reference URI="#body">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue>I6s+4KQnoBUx4Ws4wkyQOMgp65AQ=</DigestValue>
</Reference>
<Reference URI="cid:ebms3-payload@l127.0.0.1">
<Transforms>
<Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.l#Attachment-
Content-Signature-Transform" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>BRyF+TBx7Li5MRoxqOubCAallMU=</DigestValue>
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</Reference>
</SignedInfo>

<SignatureValue>jXPJiU2zercS9FjpuySV5CHgKQ79dul6tDalFQb0S40f+4+PcPkXV4AR]6qCglKx/2DSsSARhlcckUVCzUngohfVs4f
myi3T7PgNV1AeCEZRFAQxTyGlgV50dSup] IAL6XAMNVrkSXgALK1ESeHMe/10xz+aid/k+LJICsmnWo92g=</Signaturevalue>
<KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#signingCert" ValueType="http://docs.oasis-open.org/wss/2004/01/casis-
200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</KeyInfo>
</Signature>
</wsse:Security>
</SOAP:Header>
<SOAP:Body xmlns:wsu="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" xmlns:eb="http://docs.ocasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:xlink="http://www.w3.0rg/1999/x1ink" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" wsu:Id="body"/>
</SOAP:Envelope>
--b683ebac-eab60-46dd-8608-231861b24fe0
Content-ID: <ebms3-payload@127.0.0.1>
Content-Transfer-Encoding: binary
Content-Type: application/octet-stream
<<<dane binarne komunikatu (zaszyfrowany i skompresowany payload)>>>
--b683ebac-eab60-46dd-8608-231861b24fe0--

6. Przyktad komunikatu AS4 — odpowiedz z danymi pomiarowymi

POST / HTTP/1.1

Content-Type: multipart/related; boundary=586a059d-d079-456c-b526-65556c19de84;
type="application/soap+xml"

X-CLIENT-IP:

Date: Fri, 21 May 2021 10:46:55 GMT

Connection: Keep-Alive

Host: 10.224.105.27:7140

Content-Length: 13390

--586a059d-d079-456c-b526-65556c19de84
Content-ID: <messagepackage@ibm.com>
Content-Type: application/soap+xml
Content-Transfer-Encoding: binary

<?xml version="1.0" encoding="UTF-8"7?>
<SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope">
<SOAP:Header>
<eb:Messaging SOAP:mustUnderstand="1" wsu:Id="ebMessage"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:xlink="http://www.w3.0rg/1999/x1link" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2021-05-21T10:46:55Z2</eb:Timestamp>
<eb:Messageld>8a34d6c9-50a8-46d0-a64c-65556c19c55a@f693d3af-
3e1d-4862-8cce-65556cl942ca</eb:Messageld>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId type="string">PSGD</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyIld type="string">ZUDX</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>http://docs.oasis-open.org/ebxml-
msg/as4/200902/service</eb:Service>
<eb:Action>http://docs.oasis-open.org/ebxml-
msg/as4/200902/action</eb:Action>
<eb:ConversationId>8a34d6c9-50a8-46d0-a6dc-
65556c19c55a@f693d3af-3el1d-4862-8cce-65556c1942ca</eb:ConversationId>
</eb:CollaborationInfo>
<eb:PayloadInfo>
<eb:PartInfo href="cid:ebms3-payload@l1l27.0.0.1">
<eb:PartProperties>
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<eb:Property
name="MimeType">text/plain</eb:Property>
<eb:Property
name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
<wsse:Security SOAP:mustUnderstand="1" xmlns:wsse="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wsse:BinarySecurityToken wsu:Id="signingCert"
EncodingType="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-
1.0#Base64Binary" ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd">MIIGRDCCBCygAwWIBAgITGQAjiI8w+/2PHgy43QABACOTI jzANBgkghkiG9wOBAQsFADBTMQswCQYDVQQGEWJIQTDEVMCOGALIUEC
gqwmUG9sc2thIFNww7PFgmthIEdhem93bml jdHdhIHNwLiB6IG8uby4xEzARBgNVBAMTC1BTRYBSUOEGQOEWHhCcNM]EwMzE2MTEYMDI 3Whe
NMjMwMzE2MTEyMDI3WjCBjDELMAKGAIUEBhMCUEwWXFDASBgNVBAGTCO1hbGOwb2x2a211MO8wDQYDVQOHEWZUYXJub3cxLTArBgNVBAOTJ
FBVDHNrYSBTcG9sa2EgR2F6b3duaWNOd2Egc3AuIlHogby5vLIEMMAOGALIUECXMDSUNUMRKkWwEWYDVQODEXAIMIhQTDAWMDAWMEBTROQIMI T
BIjANBgkqhkiGOwOBAQEFAAOCAQ8AMIIBCGKCAQEAL7oWy1Ld60s57Jcx7ALMt 1Aq2uyFhI3rcHAZkU2Gb5vtS00Gi2xSf15g1Bal5PenN
GTrEo/I14rEOc/N48rBCLSS0aR55GrSluadBjhFpyXBHegjCX7bIWgGhb94430yHenDx+YCcVR+HRP630221iMdNxQtklv/SXb1PAd6TwfEEe
OmfVrLpH5JY7pSZEXB1DGQu12GXSB5UWMS 6sgqDuZmXjPkNIHR5zScWlog7ns4P0mMcPU+41gulceig+AfjtAibgp/dFTCveWInNu3K3VLE
DhAaDJ1V6qgx/+50afy49jD+V/oH//pQfV3ze4QPVOJIGZzitRMBVHYOYf7fuGg00O0cQIDAQABO4IB1ITCCAJEWIWY JKWYBBAGCNXUKBBOWGDA
KBggrBgEFBQcDAjAKBggrBgEFBQCDATA+BgkrBgEEAY I 3FQCEMTAVBicrBgEEAYI3FQiFsYEJhKKBLYGJkRiH6stBhdvEJIFNhfeXWIXIo
1ECAWQCARYwgZ0GCCsGAQUFBWEBBIGOMIGNMDEGCCsGAQUFBzAChiVodHRwO18veGtpLlnBzZ2F6LnBsL1BTRy1SUOEtQ0EoMSkuY3J0MDE
GCCsGAQUFBzAChiVodHRwO18vY3JsLnBzZ2F6LnBsL1BTRy1SUOEtQOEoMSkuY3J0OMCUGCCsGAQUEFBzABhhlodHRwO18vb2NzcC5wec2dhe
15wbCOvY3NwMBOGA1UdDgQWBBSaollTweSs6SwlzGj2DgoIiCzNPzAOBgNVHQ8BAf8EBAMCBPAWVWYDVROfBFAWT jBMoEqgSIYiaHROcDo
vL3BraSbwc2dhei5wbCO9QUOctUINBLUNBLMNybIYiaHROcDovL2NybC5wc2dhei5wbC9QUOctUINBLUNBLmMNybDAfBgNVHSMEGDAWGBRGK
OMiTLMKB4t0YaXv96elsIfIZDAdBgNVHSUEFJjAUBggrBgEFBQCDAGY IKwYBBQUHAWEWDQYJKOZ ThveNAQELBQADGgIBAEIx8Khw6D/4UGP
GnhIIgSuSvCQaID1Y+kRBV/£fcv4Ex7G13ITNbzxgVrdNU+TL152mFjNsBs3yLfnO0Ihp8es6cPsl1X9yDTXMLRekO+zvBd8fVijAwlcT7yRO
/YIVChOdU3E+G2Vmdxy8mnIyGRHWNW5ngTKzISjwvgZu03n8hER/pwqOuSlcHxjwDIrgQCvxwS/EcwQr/wgo2ykp/FAdOcCNE8VkpcX9TIa
DW+28cPJ4BwvZgVBUGKORBhWw It I 7kXvbLWwoQG2 /20FhwCb0rwgkg0ZRhhEFNHOpxZDb1hX1Vf4PmiPraS69Mp9YB/Vjfeudzs+1p6ZFr9
DZKWKrNEzECFcaOkyF74pKazMh8PSXpRDxWMKKhrMM+mSxY 7uOwwdEHVPRLIc1+Ajj0+aMDadr3Lt+1MxBcsX7selcX3ayp5SbvIWEfHiab
qySmQyuudMmbFCipCZrTBG1quEYdLU2DA741kF3vgU7Xf13hUws2HO] 6V1uFcD6Ne5SwtB5+V1ZLxF7TkoH1XgNrccSMvPpPQ2cIP7Arwt0
294cGhlFOvXT7£GrVYWR8ykDs7Pdg4SnHKe 8/ /wXKNhm01lpLppugGBphQt fTXmijERIH7Uh6wW6gX2ZaFdiIJBxASMPkY4Y6pepwleu5SMIPn
PcbwbbQryurLtGj7t5VDexk8bEMIILI8x</wsse:BinarySecurityToken>
<wsse:BinarySecurityToken wsu:Id="encryptionCert"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-
1.0#Baseb64Binary" ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd">MIIDODCCAiCgAWIBAgIUDzI6L33NoEbw2yGxw/LpXImUONEWDQYJKoZIhveNAQELBQAWUTELMAKGALUEBhMCUEwWxFZAVBgNVB
AoMDkhvbG93bmlhIEdyb3VWMRYWFAYDVQQLDA1Ib2xvd25pYSBQYXJrMREwWDWYDVQQODDAhCSU1CTyBDQTAeFwOyMTAYMDIwWNZEOMTVaFw0
zMDEyMTIwNzEOMTVaMFAxCzAJBgNVBAYTA1BMMRCwEQYDVQQKDASITb2xvd25pYSBHCcm91 cDEWMBQGALIUECWWNSG9sb3duaWEgUGFyazEQM
A4GA1UEAwwHZHBNLWR1djCBnzANBgkghkiGIwOBAQEFAAOB]QAWgYkCgYEAMIE443RvP7QabsHP1 jiRFnmgHuAdcxUowMPE1m4 5rb+oEFY
cR+7F/Y9VBTcgiOnpGkwXIBwuHMAPgpdxxzulOz0JMX4ccbKHU65YLWioMJAWUr5TMWe 3B1KUSeKAHxXC25zm8+HLc6/dH/M1I/Y4FsXBC
PZ41t5PswxdQIwHrukCAWEAAaAOB)DCBiTAYBgGNVHREEETAPgglkcGetZGV2LmxvY2FsMA4GA1UdDWER/wQEAwWIFODAdBgNVHSUEFJAUBgg
rBgEFBQCcDAQYIKwYBBQUHAWIWHQYDVROOBBYEFG/KIMARLRevGwiJ5R7yicA6RKQ8MB8GA1UdAIWQYMBaAFPPGimlg9+yfFVKIAQ1GMbDtw
95bMAOGCSgGSIb3DQEBCWUAA4IBAQAkS2sb4cBC2cUCaiIHwyfkMo64G1lbD1IBATAIZIUMK+II7R1ZCmOHOILkIYouhV19JjAO12hWL1louy
X12zIxng8RASr6sEK8VAX5eCtHjC824LzobdrB6v0/HkbuRE6K7rOUJne3TrhsXKpIDWbS23D3EUTMO/bBjP/P00AOY1T/1igq7nf1X0Ckt3
btBFOrrJAdzb56ygx0cO0YpGFtplU/+sE9s8jXRMKxmh+zpnV+HXpQOxmYYbhAnv2 9kHyVM91k5dIZfPiC81SM5UYCeb9knhV39N1zmlLSK4
gqRf5Agfcs5RAaS15t4XWMZHENSPIAfLOYCWI1jQedUNu6jw693NISEK</wsse:BinarySecurityToken>
<xenc:EncryptedKey Id="EK-bb64abdd-1583-4760-8eec-65556c19£502"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<dsig:KeyInfo xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#">
<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptionCert"
ValueType="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</dsig:KeyInfo>
<xenc:CipherData>

<xenc:CiphervValue>YeaIOfAfOWqrJ/X3drz3gspqybS12hcvfmCCT3FhoK3g82tqyHk8wPK+/U0r38rog6h65diWhogl3yxcIBQ
PCxXUFIVAjneAGMwmAFgfY6nwXu+7RhTZGXOhOm71TYQVI+w0kPP4Ae9Eh41SblaYWZ6wweDx+KuPikB4aa5bUTOys=</xenc:CipherVa
lue>
</xenc:CipherData>
<xenc:Referencelist>
<xenc:DataReference URI="#G4002cbbSb-f6cf-4245-b66d-
65556c192aab"/>
</xenc:ReferencelList>
</xenc:EncryptedKey>
<xenc:EncryptedData Id="G4002cb5b-f6cf-4245-b66d-65556cl92aab"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only"
MimeType="application/gzip" xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc"/>
<dsig:KeyInfo xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#">
<wsse:SecurityTokenReference
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-soap-message-security-1.l#EncryptedKey"
xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd">
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65556c19£502" />

<wsse:Reference URI="#EK-bb64abdd-1583-4760-8eec-

</wsse:SecurityTokenReference>
</dsig:KeyInfo>
<xenc:CipherData>
<xenc:CipherReference URI="cid:ebms3-payload@l27.0.0.1">
<xenc:Transforms>
<dsig:Transform Algorithm="http://docs.oasis-

open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#" />

Algorithm="http:

Algorithm="http:

Algorithm="http:

Algorithm="http:

Algorithm="http:

Algorithm="http:

//www .

//wWww .

//waw .

//waw .

//WWW .

//waw .

w3

w3

w3

w3

w3

w3

</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod

.org/2001/10/xml-exc-cl4n#"/>

<SignatureMethod

.org/2000/09/xmldsig#rsa-shal"/>

<Reference URI="#ebMessage">
<Transforms>
<Transform

.0rg/2001/10/xml-exc-cl4n#"/>

</Transforms>
<DigestMethod

.0rg/2000/09/xmldsig#shal"/>

<DigestValue>CsAFsLOJeVLsttOpQwzH6U+gm3I=</DigestValue>

</Reference>
<Reference URI="#body">
<Transforms>
<Transform

.0rg/2001/10/xml-exc-cl4n#"/>

</Transforms>
<DigestMethod

.0rg/2000/09/xmldsig#shal"/>

<DigestValue>I6s+4KQnoBUx4Ws4wkyQMgp65AQ=</DigestValue>

</Reference>
<Reference URI="cid:ebms3-payload@127.0.0.1">
<Transforms>
<Transform Algorithm="http://docs.ocasis-

open.org/wss/oasis-wss-SwAProfile-1.1l#Attachment-Content-Signature-Transform"/>

</Transforms>
<DigestMethod

Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue>8nUZYQPFZRchfBR25EYp5FxKhJw=</DigestValue>

</Reference>
</SignedInfo>

<SignatureValue>NEnGeKdLjXgBog9+rzXN8WJeOR7o0uUNSRIYRTiC2ZMQyuPMD07US7itayKcZB6hfGjBY2PreXAgJdm22JQDb
vO0giYFLNPsdfnwPIoJtgphoj1lz4D11YjpWGMdm4idglxPViKKqnu3hDU+tUCoIbdT20C1lbgFeesKhL20g6UuO5pXTIngcM+dEYaaKAN1kh
gqsT2gsKBfurGmVVgEDEpl15gBI3iT6gK2SYGxHY7RH50wDAYPWPpsb0S5LttnU8Qehw2kHFHVUVEDIGs/+8ie+ButlE1GJirZ/PWh4CFTcc
/6bLsEaNRswECalXU8ubz0FTMf fcWheBx01b6XgF020hXBA==</SignaturevValue>

<KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#signingCert"

ValueType="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>

</SOAP:Envelope>

</wsse:SecurityTokenReference>
</KeyInfo>
</Signature>

</wsse:Security>
</SOAP:Header>
<SOAP:Body wsu:Id="body" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss~—
wssecurity-utility-1.0.xsd" xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:xlink="http://www.w3.0rg/1999/x1ink" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"/>

--586a059d-d079-456c-b526-65556c19de84

Content-ID: <ebms3-payload@127.0.0.1>

Content-Transfer-Encoding: binary

Content-Type: application/octet-stream

<<<dane binarne komunikatu (zaszyfrowany i skompresowany payload)>>>
--586a059d-d079-456c-b526-65556c19de84~-~-
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